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ITAMATKA
"O MEPAX BE30ITACHOI'O UCTIOJIb3OBAHMA BAHKOBCKUX KAPT"

CobOmrogeHne pekoMeHAaluii, coaepkammxcss B Ilamarke, MO3BOJUT 0OECTICUUTH
MaKCHUMaJIbHYI0 COXpaHHOCTh 0aHKOBCKOM KapThl, ee pekBu3uToB, [IMH-k0oma 1 qpyrux AaHHBIX,
a TaK)Ke CHU3UT BO3MOXKHBIC PUCKH TIPY COBEPIICHUH OIEPAIMi ¢ HCIIOIh30BaHHEM O0aHKOBCKOU
KapThl B OaHKOMaTe, IMpHU OE3HAIMYHOW OIjlaTe TOBapOB M YCIyr, B TOM YHCIIE Yepe3 CETb
HuTepner.

OO0mre pexoMeHaaIn

1. Hukorna He coobmaiite IIMH-kox TperbuM maumam, B TOM YHCJIE POJICTBEHHUKAM,
3HAKOMBIM, COTPYJHUKAM KpPEIUTHON OpraHu3anuu, KacCupam U JIMIaMm, nmomorawimuMm Bam B
UCIIOJIb30BaHUU OAHKOBCKOW KapThl.

2. TINMH-xox HeoOXoauUMO 3alOMHUTH WIM B CIOydae, €CIUM OTO  SBISAETCS
3aTPyIHUTENbHBIM, XPaHUTh €ro OTIAENbHO OT OAHKOBCKOM KapThl B HESIBHOM BHUJIE U
HEJOCTYITHOM ISl TPEThUX JIULI, B TOM YHUCJIE POJICTBEHHUKOB, MECTE.

3. Hukorma HM Tpu KakuX OOCTOSTENLCTBAX HE MepefaBaiiTe OaHKOBCKYIO KapTy JUIs
UCII0JIb30BAaHUS TPETHUM JIUIaM, B TOM YHCJIE€ POJCTBEHHHUKAM.

4. Ilpn noxyyeHnr O0AaHKOBCKOM KapThl pacHUIIMTECh HA €€ 00OOPOTHOM CTOpPOHE B MECTE,
npeIHa3HaYeHHOM JIJISl TIOATNUCH JIepKaTensi OaHKOBCKOW KapThl, €CIIH 3TO MPEAYCMOTPEHO. DTO
CHU3UT PUCK HUCII0JIb30BaHMs OAHKOBCKOH KapThl Oe3 Baiero coriacus B ciyyae ee yTparhl.

5. BypTe BHUMATENbHBI K YCIOBUSIM XpaHEHHs U MCIOIb30BaHMs 0aHKOBCKOM kapThl. He
nojBepraire OaHKOBCKYIO KapTy MEXaHMYECKHM, TEMIIEpaTypHbIM M 3JIEKTPOMATHUTHBIM
BO3/JICHCTBUSAM, a Takxke u30eraiite momagaHus Ha Hee BIard. BaHKOBCKYIO KapTy Helb3s
XPaHUTD PSIIOM C MOOHIIBHBIM TeJeOHOM, OBITOBO U O()UCHON TEXHUKOH.

6. Tenepon OAO «Hopnea bank» yka3aH Ha 00OpOTHOW CTOpOHE OAHKOBCKOM KapThl.
Taxoke pekoMeHIyeTcst UMeTh pu cede KoHTakTHbIe Tenedonsl OAO «Hopnea bank» n HOMep
0aHKOBCKOW KapThl Ha APYTUX HOCUTENSIX HH(OpMAIMH: B 3alHUCHOM KHUXKE, MOOWUIHLHOM
TesneoHe W/WIK IPYTHX HOCUTEISIX HHPOPMALMK, HO He paaoM ¢ 3anuckio o [IMH-koxe.

7. C uenblo NOpeloTBpallCHUs] HEMPABOMEPHBIX JACHCTBUN MO CHATHUIO BCEU CYyMMBI
JICHEKHBIX CPEACTB C OAHKOBCKOTO CYETa IEIeCOO0pa3HO YCTAaHOBHUTH €KEIHEBHBIA W/WIIH
€KEeMECSIUHBII TUMUT Ha CYMMY OIepalii mo 6aHKOBCKOM KapTe U OAHOBPEMEHHO MOAKIIOUUTH
JOTIOJTHUTEIbHBIE  yeiayru «MoOwinbHBIH 0aHk», «[lmactukoBbie kaptel Omn-Jlaitey wim
JTUCTAaHIIMOHHOE OaHKOBCKOE 0OcmyxkuBaHue B cucteme «Nordea onliney.

8. Ilpm mnomyueHuum mpockObl, B TOM YHUCIE CO CTOPOHBI COTPYAHHMKA KpPEAUTHOMN
OpraHu3aIiy, COOOUIUTH MePCOHANBHBIE TaHHbIE UM WH(OPMAIIHUIO 0 0AHKOBCKOM KapTe (B TOM
gucie [IMH-kon) He coobmaiite ux. IlepesBonure B OAO «Hopmea bank» u coolbmmure o
JaHHOM (haKTe.

9. He pexoMeHyeTcs OTBEYATh HA AJIEKTPOHHBIE MMCbMA, B KOTOPBIX OT UMEHU KPEAUTHOMN
opranuzanuu (B Tom uncie OAO «Hopaea banky») npemaraercs mpeaoCTaBUTh MEPCOHATBHBIC
nanuble. He cnenyiite mo '"ccbuikam', yka3aHHBIM B MNHUChbMax (BKJIIOYAsh CCHUIKA Ha CaiT
KPEJIUTHON OpraHu3allin), T.K. OHM MOTYT BECTH Ha CAUTHI-IBOMHHKH.

10. B nensax unpopmanmonnoro s3aumoeicteus ¢ OAO «Hopnea bank» pekoMmeHmayercs
HCIIOJIb30BaTh TOJIBKO PEKBU3UTHI CPEICTB CBSI3M (MOOWUJIBHBIX M CTAllMOHAPHBIX TeIe(HOHOB,
(akcoB, HMHTEPAKTUBHBIX Web-CaliTOB/IOPTAIOB, OOBIYHOM M 3JEKTPOHHOM MOYTHI M Tp.),
KOTOpPBIE YKa3aHbl B JOKYMEHTaX, Mojdy4eHHbIX HenocpeacTBeHHO B OAO «Hopaea banky.



11. Tlomuute, uro B ciyuyae packpbitus [IMH-xoma, mepcoHanbHBIX MAHHBIX, yTPAaThbl
0aHKOBCKOM KapThl CYIIECTBYET PUCK COBEPIIECHUS HEMPABOMEPHBIX IEHCTBUH C JEHEKHBIMU
cpencTBaMu Ha Bamem 6aHKOBCKOM cUeTe CO CTOPOHBI TPETHHX JIUII.

B caywsae ecnu umerorcs mpenmnonoxkeHuss o packpbeitun [IMH-kona, mepcoHaibHBIX
JTAHHBIX, TIO3BOJISIONINX COBEPIIUTH HETIPABOMEPHBIE JACHCTBUS ¢ Bammm 0aHKOBCKUM CUETOM, a
TaKXke eciau OaHKOBCKasl KapTa Obula yTpaueHa, HeoOXOAMMO HeMeuleHHO oOpatuthest B OAO
«Hopnea bank» u crmemoBaTh ykazaHusiM coTpyanuka. Jlo momenta oOpamenuss B OAO
«Hopnea bank» Bbl HeceTe puck, CBSA3aHHBIM C HECAHKIIMOHUPOBAHHBIM CIIMCAHUEM JEHEKHBIX
cpeactB ¢ Bamero OaHkoBckoro cyera. JleHe)XHblE cCpencTBa, chucaHHble c Bamero
0aHKOBCKOT'0 cyeTa B pe3yJsibTaTe HECAHKIIMOHMPOBAHHOTO MCMOJIb30BaHus Baieit 0aHKOBCKON
KapThl 10 MOMeHTa yBegomieHus 06 stom OAO «Hopnea bank», He Bo3memarorcsl.

Pexomenpanyu npu cOBEpLICHUH ONEpalui
¢ OaHKOBCKOU KapToi B OaHKOMATe

1. OcyuecTBisiiTe omepauMu ¢ UCIOJNb30BaHUEM OaHKOMATOB, YCTAHOBIICHHBIX B
0e30MacHbIX MecTax (HampuMep, B FOCYAAPCTBEHHBIX YUPEXKJIEHUSAX, MOAPA3AEICHUSIX OaHKOB,
KPYITHBIX TOPTOBBIX KOMITJIEKCAaX, TOCTUHHIIAX, a3PONOpTax  T.I1.).

2. He wucnonb3yiite ycrpoiictBa, KoTopbie TpeOyiorT BBoma [IMH-xoma ans moctyma B
IIOMEIIIEHUE, I'7Ie PacHoI0KEeH OaHKOMaT.

3. B cinydae eciu mobmmzoctd OoT OaHKOMaTa HaxOJATCS MOCTOPOHHME JIMIIA, CIEAYeT
BbIOpaTh Oojiee MOAXoJslnee BpeMsl Ui MCIOJIb30BaHMsA OaHKOMAara WIM BOCIHOJIb30BATHCS
JIpyruM 0aHKOMaTOM.

4. Tlepen wucnoib3oBaHHEM OaHKOMaTa OCMOTPHUTE €r0 Ha HaJIM4yMe JOMOJIHUTEIIBHBIX
YCTPOICTB, HE COOTBETCTBYIOIIMX €r0 KOHCTPYKLMU U PacHoJiOKEHHBIX B MecTe Habopa [1MH-
KO/la U B MecTe (Ipopesb), MpelHa3HaueHHOM /IS IpueMa KapT (HarmpuMep, Halu4ue HEpOBHO
yCTaHOBIICHHOH KiaBuatypsl st HaOopa [1MH-koxa). B ykazaHHOM ciydae BO3AEPKHUTECH OT
UCIIOJIb30BaHUs TAKOro OaHKOMATA.

5. B cimyuae ecnu knaBuaTypa WIM MECTO JJsl Ipuema KapT OaHKomarta 00OpYIOBaHBI
JIOTIOJTHUTEIbHBIMU YCTPOMCTBAMHM, HE COOTBETCTBYIOIIMMH €0 KOHCTPYKIIMH, BO3JIEPKUTECH OT
UCTIOJIb30BaHUsI OAaHKOBCKOM KapThl B JAHHOM OaHKOMAaTe M COOOIIUTE O CBOMX IMOJO3PEHUSIX
COTPYAHMKAaM KpPEeIUTHON OpraHu3aluu 1o TeaeoHy, ykazaHHOMY Ha OaHKOMaTe.

6. He npumensiite ¢puznueckyio cuiy, 94ToObl BCTaBUTh OAHKOBCKYIO KapTy B OaHKOMAT.
Ecnu GaHKOBCKas KapTa He BCTABISETCA, BO3AEP/KUTECH OT UCIOJIBb30BaHUS TAKOro OaHKOMATa.

7. Haxueiiku Ha GaHKOMAaTe COJIEpXKaT TOPTOBBbIE MApKU IUIATEKHBIX CUCTEM U KaTETOPHid
OAaHKOBCKUX KapT, KOTOpble IPHUHUMAIOTCS K OOCIYXHBAaHHIO B JaHHOM YCTPOMCTBE.
CrnenmanbHast Haknelika OPC mo3Bossier uaeHTH(QUUUPOBATH OaHKOMAT, MOAKIIOYEHHBIH K
OO0BbeTMHEHHOM pACYETHOM CHCTEME.

8. PexomeHayeM mOCIEA0BATENbHO BBINOIHATh KOMAaHJbI, IMOSBISIOLIMECS HAa JKpaHe
0GaHKOMaTa B IPOLIECCE COBEPLICHHUS ONIEPALIUU.

9. Habwupaiite IIMH-koq Takum o0pa3oM, dTOOBI  JIOJM, HAXONAIIUECS B
HEIOCPEICTBEHHONW OJM30CTH, HE cMOTIU ero yBuaeTh. [Ipu Habope IIMH-kona npukpeiBaiiTe
KJIABUATYPY PYKOM.

BHUMAHMUE! Eciu Ber BBenu HeBepublii [TMH-xox 3 pasza moapsin, 6ankomaT OJOKHUPYyeET
O6ankoBckyto kapty. Ecimu Bel He yBepensl B mpaBuibHOocTH [IMH-koma, pexomenmyem
OTKa3aTbCs OT COBEpIIeHUA onepanuu A0 yrouHenus [IMH-koxa.

B ciydae 610kupoBKH O0aHKOBCKON KapThl, MH(POPMALIKS O BO3MOKHOCTH €€ Pa30JI0KUPOBKH
noctymHa 1o Teneporam OAO «Hopaea banky (495) 921-21-01 wm 8 (800) 200-34-77.

10. B ciiyuae eciu 0aHKkoMaT paboTaeT HEKOPPEKTHO (HampuMep, 10JIroe BpeMsi HaXOAUTCS
B PpEXUME OXHUIAHHSA, CaMOIIPOHM3BOJIBHO TMepe3arpykaercs), CIEAyeT OTKa3aTbCs OT



UCTIOJIb30BaHUSl TaKoro OaHKOMaTa, OTMEHHTh TEKYIIyIO OIEpaluio, HakaB Ha KIABUAType
KHOTIKY «OTMEHa», U J0KIaThcs BO3BpaTa 0aHKOBCKOW KapThl.

11. Tlo 3aBepmieHMH oOmepanuM CleAyeT He3aMeUINTeNbHO 3abpaTh u3 OaHKOMara
0aHKOBCKYIO KapTy, paclie4aTaHHYI0 KBUTAHIUIO (Y€K) U JEHEXKHBIE CPeCcTBa (IIPU MOIYYCHUH
HAJIMYHBIX CPEJCTB).

BHUMAHUME! Bpems nans mnomydeHuss OaHKOBCKOM KapThl M JCHEKHBIX CPEACTB U3
OaHKOMaTa OTpaHUYCHO.

Bo3Bpar neHEXHBIX CPENCTB M KapThl CONPOBOXKIAACTCS 3BYKOBBIM INPEAYNPEKICHUEM H
Mmojiaueld CBETOBOTO CHUTHAJIa (3a MCKIIOYEHHWEM OTHAENbHBIX BHJIOB OaHkomaToB). Ecmu mo
Kakoi-mubo mpuunHe Bpl He 3a0panu OaHKOBCKYIO KapTy WM BbIAAHHBIE JI€HbIU, OHH
aBTOMATHUYECKH YJIEPKUBAIOTCS OAHKOMATOM B LENSIX 00ECIEUYEeHUS UX COXPAHHOCTH.

[To Bompocam Bo3BpaTa yJaepKaHHOW OaHKOBCKOW KapThl WIIH JICHEKHBIX CPEACTB Bbl MoxeTe
obpatutbes no Tenegoram (495) 921-21-01 unm 8 (800) 200-34-77.

[Tocne mosydeHUs HATUYHBIX JCHEXKHBIX CPEJICTB B OaHKOMAaTe clenyeT NepecUuTaTh
OAHKHOTHI MOJIMCTHO, YOSIUTHCS B TOM, UTO OAaHKOBCKas KapTa ObUTa BO3BpalleHa 0AaHKOMATOM,
JIOXK/IaThCsl BbIJAUYM KBHUTAHIMM IIPH €€ 3ampoce, 3aTeM IOJIOKUTh MX B CYMKY (KOIIEJEK,
KapMaH) U TOJIbKO MOCJ€ 3TOr0 OTXOAUTH OT OaHKOMaTa.

12. Cnemyer coxpaHATh pacleyaTaHHble OaHKOMAaTOM KBHUTAaHILMM Ui MOCIEIYIOLIeH
CBEPKH YKa3aHHBIX B HUX CYMM C BBIIHMCKOW 110 OAHKOBCKOMY CYETY.

13. He npucnymmuBaiiTech K COBETaM TPEThUX JIMII, @ TaK)Ke HE MPUHUMANTE UX MOMOIIb
IIpY TIPOBEJICHUH OTIepanuii ¢ 0aHKOBCKOM KapToil B OaHKOMAaTax.

14. Ecin npu mpoBefieHHH omnepanuii ¢ 0aHKOBCKOW KapToil B OaHkomare OaHKOMAT He
BO3BpamaeT 0AHKOBCKYIO KapTy, CJIEIyeT MO3BOHUTH B KPEJUTHYIO OPTaHU3AIUIO 0 TeIedoHy,
yKa3aHHOMY Ha OaHKomare, U OOBSACHUTH OOCTOSATENBCTBA MPOU3OLIEALIETO, a TAKXKE CIEIyeT
obOpatutbes B OAO «Hopaea bank», u ganee cienoBath HHCTPYKIUSAM COTPYIHUKA KPETUTHON
OpraHu3aIuH.

PexomeHanmu npu UCIOJIb30BaHUM OaHKOBCKOM KapThl
JUIst 0€3HAJIMYHOM OILIaThl TOBAPOB U YCIIYT

1. He wucnons3yiiTe OaHKOBCKHE KapThl B OpraHM3alUsAX TOProBIM U YCIYyr, HE
BBI3BIBAIOIINX JOBEPHUSI.

2. TpeOy¥iTe mpoBeAcHUS onepaluii ¢ 0aHKOBCKOM KapTO# TOJIBKO B BareM npucyTCTBUU.
DT0 HEOOXOAUMO B IIENIAX CHIDKEHUS PUCKa HETIPAaBOMEPHOTO MOTy4YeHHs Bammx nepcoHambHbIX
JAHHBIX, YKa3aHHBIX HA OAHKOBCKOM KapTe.

3. IIpu ucnonp3oBaHUU OAHKOBCKOM KapThl AJIS OIUIATHI TOBAPOB M YCIYT KACCHUP MOKET
noTpeboBaTh OT BIACblla OAHKOBCKON KapThl MPEJOCTABUTH IMACIOPT, MOAMMUCATH YEK WU
BBectu [IMH-kox. Ilepen waGopom IIMH-koma crnemyer yOeauTbecs B TOM, UTO JIKOMH,
HaxoJsIIMecs B HENOCPEACTBEHHON OiM30CcTH, HE CMOTyT ero yBuaeTb. llepen Tem kax
MOJIMUCATh Y€K, B 003aTEILHOM MOPSIJIKE MPOBEPHTE CYMMY, YKa3aHHYIO Ha YeKe.

4. B cny4ae ecnu nmpH MOMbBITKE OIIaThl 0AaHKOBCKOW KapTOd MMena MecTo "HeycrenrHas"
omepauus, CIeAyeT COXPaHUTh OJMH SK3EMIUIAP BBIIAHHOIO TEPMHUHAJIOM ueKa s
HoCHeAyIolEel MPOBEPKH Ha OTCYTCTBUE YKAa3aHHOM OINEpalldy B BBIIUCKE MO OAHKOBCKOMY
CYETY.

PexoMeHamu npu coBepIICHUN Onepaiuii ¢ 0aHKOBCKOI
KapToil uepe3 cetb UHTEpHET

1. He ucnonssyiite I[IMH-kox npu 3aka3ze TOBapoOB M yCIYT 4epe3 ceThb MHTEpHET, a Takxke
no tenedony/dakcy.



2. He coolmaiiTe mepcoHaNbHbIC JaHHBIE WM HH(POpPMAIUIO O OAHKOBCKOM(OM) KapTe
(cuere) uepe3 cets UHTepHet, Hanpumep [IMH-kox, maponu noctyna K pecypcaM 0aHKa, CpOK
NeicTBUsl OAaHKOBCKOM KapThl, KPEIWUTHBIE JMMHUTBHI, WCTOPHIO OIEpaluii, NEepCOHAIbHbIC
JTAHHBIE.

3. C uenpio mOpenoTBpaIICHHUS HEMPABOMEPHBIX JACHCTBUN MO CHSATHIO BCEH CYMMBI
JICHEeXKHBIX CpPEACTB ¢ OAaHKOBCKOI'O CYETa PEKOMEHAYeTCs JJs OIIaThl MOKYHNOK B CETH
WHTepHeT WCHMONB30BaTh OTAENBHYI0 OaHKOBCKYIO KapTy C TPEACTbHBIM  JIUMHTOM,
NpeHAa3HAYEHHYI0 TOJBKO Ul YyKa3aHHOM LeIM M HE TO3BOJIAIOLIYI0 TPOBOAUTH C €€
UCTIOJI30BaHUEM OTIEpAIH B OPTaHU3AIMSIX TOPTOBIU H yCITYT.

4. Cnenyer mOJb30BaTbCi WHTEPHET-CAliTaMU TOJBKO H3BECTHBIX M IMPOBEPEHHBIX
OpTaHU3aIMil TOPTOBJIN U YCIIYT.

5. Ob6s3arenbHo yOeauTech B NPaBUWIBHOCTU a/pPECOB HHTEPHET-CAMTOB, K KOTOPHIM
MOJKITFOYAETECh U Ha KOTOPBIX COOMPAETECh COBEPIINTH MOKYIKH, T.K. TIOX0XKHE aJpeca MOTYT
UCIIOJIb30BaThCs ISl OCYIIECTBIICHUS HETTPABOMEPHBIX 1EHCTBUM.

6. Pexkomenmyercss coBepIIaTh IOKYNKH TOJNBKO CO CBOETO KOMITBIOTEPAa B IEISAX
COXpaHEHMs KOH(QUAECHIMAIBHOCTH TEPCOHAIBHBIX JaHHBIX M (WiIM) UHPOpPMALUU O
OaHKOBCKOM(0OM) KapTe (cuere).

B cinydae ecnum mokymka COBEpIIAETCS C HCHOJb30BAHUMEM UYXKOTO KOMIbIOTEpa, HE
PEKOMEHAYETCS COXpaHSATh HA HEM IEPCOHAIBHBIC JaHHBIC W APYTyI WHPOpPMAINHIO, a MOocye
3aBEpIIECHUs] BCEX OMNepaluil Hy»XHO YyOeOUTbCsA, YTO MEPCOHAJbHBIE JaHHBIE M Jpyras
uHpOpManus HE COXPAaHWINCh (BHOBH 3arpy3mB B Opaysepe web-cTpaHuIly mpoaaBna, Ha
KOTOPOIl COBEpPIIATIUCH MTOKYTIKH).

7. YcraHOBUTE Ha CBOMl KOMIBIOTED AHTHBUPYCHOE IpPOTrpaMMHOE oOecreyeHue u
PEryJsipHO NPOM3BOJIUTE €ro OOHOBIEHME M OOHOBJIEHUE JPYTUX MCIOIb3yeMbIX Bamu
IPOTPAMMHBIX TPOJYKTOB (OIEPAIMOHHON CHUCTEMBI W TPHUKIATHBIX MPOTPAMM), 3TO MOXKET
3alIUTUTH Bac OT MPOHMKHOBEHUS BPEJJOHOCHOTO ITPOrPaMMHOI0 00eCIeYeHusl.

JonosHuTeILHYI0 HH(pOpPMALMIO 0 MepaxX 0e30MaCHOT0 UCII0JIb30BAHUSI 0AHKOBCKHUX KapT
Bbl MmoskeTe moyunTh 1o tesjiedponam (495) 921-21-01 uanm 8 (800) 200-34-77.



